Gesytec Device

Management Center
(GDMC)

Manual

Gesytec GmbH
Pascalstr. 6
52076 Aachen, Germany

Tel. + (49) 24 08/ 9 44-0
Fax + (49) 24 08 / 94 4-100
e-mail: info@gesytec.de
Www.gesytec.com

Doc. ID: GDMC/UserDoc/GDMC Manual-EN-v1.0.docx,
Version v1.0, Date 07/23/2015

LN

VaVava

Gesytec #



Gesytec Device Management Center User Manual

GDMC/UserDoc/GDMC Manual-EN-v1.0.docx, v v1.0, 07/23/2015

This manual ...

... provides all of the necessary information to enable you to use the Gesytec
Device Management Center.

The Gesytec Device Management Center (GDMC) is a Windows program to
facilitate maintenance of certain IP-capable devices made by Gesytec.

This document describes how to use the program. Please refer to the device
documentation for further information on the device settings.

This documentation can be modified anytime without prior notification. Gesytec doesn’t take
over any responsibility for errors or inaccuracies in this documentation and possible resulting
outcome.

By no means will Gesytec, its representatives, and employees be liable for possible failures,
damages caused indirectly or from use, resulting from use or non-applicability of the software or
the accompanying documentation.
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1

1.1

Product information

The Gesytec Device Management Center (GDMC) is a Windows program to
facilitate maintenance of certain IP-capable devices made by Gesytec.

The GDMC lists all suitable devices and allows configuring their IP settings. It is
also possible to perform a firmware update as well as backup and restore the
device configuration. These functions, in particular, can be performed
simultaneously for several devices.

System Requirements and Operation

In order to use the GDMC, multicast addressing has to be enabled in the network.
Furthermore usage of port 50 100 must be allowed.

To automatically recognize Gesytec devices, modify their IP addresses and
initiate a device reset, the GDMP, the Gesytec Device Management Protocol, has
to be implemented on the Gesytec devices. Other GDMC commands make use of
the devices web interface. For these commands the GDMP is not required.
Devices without can therefore be added manually to the GDMC. The device
documentation informs from which software version onwards the GDMP is
included.

The GDMC uses a multicast protocol (GDMP) to search for devices and
configure the IP settings. This protocol uses the address 239.255.255.253 and
port 50100. These parameters can be changed, but it is then necessary for these
changes to be made on all other devices, too. The devices can also be created
manually or be imported from an Excel file if multicast is not permitted on an IP
network.

The devices contact the Gesytec Device Management Center cyclically every 10
seconds. After that time the GDMC should have detected all of the devices.

Security

The telegrams from the Gesytec Device Management Protocol are secured with
an MD5 hash code. The public key can be changed, but it is then also necessary
to ensure that it is identical on every device.

Firmware updates, backups and recovery are performed using functions of the
web interface of the devices. These functions are thus independent of the Gesytec
Device Management Protocol. These functions are protected by a username and
password on the web interface.
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1.2 Installation

To install the Gesytec Device Management Center, you may first have to extract
the file from the .zip archive. Then start “setup.exe”.
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2

2.1

Using the Program

The GDMC works on a project basis. This makes it possible to manage devices
on various networks. Once the program has started, it is therefore necessary to
select the required project before you can actually manage the devices.

General — The Start Window

After the GDMC has started, a start dialog is displayed:
[ e B Mgt Eoka i3 =y

Viefoien

U, 12 22 100 241

The GDMC displays a list of the network interfaces recognized on the computer
showing their names and the associated IP addresses. The user can simply select
a network interface.

If no projects have been created yet, a new project can be created in the »New
Project« section. Clicking »Create Project« creates a project and then opens it.

In the »EXisting Project« section you can select a project from a list of existing
projects. The icons can be used to manage the projects. »Backup« and »Restore«
are used to back projects up and restore them.

The project files are saved in the user’s AppData\Roaming\GDMCenter\ folder
as sqlite files.

To close GDMC, click »Quit«.
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2.2

221

2211

Project Commands

f§ Gesyrec Dowsce Managanare Conter 1 7 - Testhl -
e [dt Qo  Hdp
Deview Lint Trafse

IP Addresas MAC Address  « Dwwos Name HW Platiom SW Varsion Msg Type Swan *
0004F3016110 0004FI0t6110 L2 PR-CangRomefiys- Arcounce
» 0004F3018112 DO04F3018112 LVR2 PR-CongRoutePus Asrounce
D 0004F301615& 0O0SFI016154 LVR2 PR-CoagRoutePus Announce
192 163100 112 D004F303853F DOOSF303853F LViR2 PR-EasyionRoutn™l Asecunce
192 163 100 108 O0OCOSTBFOE 000COST8F0 18 LYR3 PR-EasyenRoute®l Anoounce
192165100 100 0OOCOSTEFI S WindowsCE LYR3 PR-EssyionRoutar®! Andounce
192163 100 107 DOOCCETBFOIA COOCCETEFOIA LVR3 FR-EasyonRoutor™ Anoounce
192 168100 104 poOCCE M OIC goocceFoIc LVR3 PR-CoagRouarfius- Arnounco
192 168100 108 . LVRY PR-CongRouterFlus- Anncunce
192163 1 LVES PR-CongRomerFus Arrounce
192 163 100 102 ODOCOE9F021 OO0CDE BFUU LVES PR-CeagRowsFus- Arrounce
Updan | Backup ! Rastoie | Serwce P-Sotmgs
‘f . Guf Dutaily
Salact 8 "Gagytec Updata Fie® 20 upload (" guf) ﬁ ‘ ?" ::::
[ W phagtonn

Satut: Yartecd Macenny packets.. Conmacted to LAN-Vertinsung

The project window is divided into the menu bar, the Device List and Traffic
tabs, and the bottom section with more tabs, which offer the commands to
perform the actual management tasks for the devices selected from the list.

The Main Menu

File Menu
e Import Device List
e Export Device List
e Close Project

Import Device List

This can be used to import a device list. To do so, specify an Excel file
containing the following columns with exactly these headings:

IP Address
MAC Address
Device Name
Device Family
Device Type
HW Platform
SW Platform
SW Version
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Apart from columns |P_Address and Device Name the fields of the other columns
may be left blank for the import. An Excel file with the same format is also
created when you export a list. This is why the columns that are actually not
necessary here are also used in the import format.

A 8 C o E F G H i
1 P Addrass MAC Adadress Device Name Devica Family Device Type HW Platform SW Platform SW Version
2 193.22.100,172 Delta 2000 GesySense
3
4
5
5 -
Woer M Testl % P »
= SN 1wos (- +

After the import, it looks like this:

Q&mxmu"mmmu)? r,wnuu [
Fle Edz Optem  Halp

Dewes List T

¥ Addrens = MAC Address Dewes Name HW Platform SW Vermon
» || mazaio0iz Dika 2000 GasyS
183.22.100.170 DOO4AF3076104 D004F3016154 LVR2 PR-CeagRoutar®l
182 168.100.112 DOO4F303853F DOO4F303853F LVR2 PR-EawyionRonscs
152:168.100 111 DOO4F3016110 OO04F3D16110 LVR2 PR-CangRoutarPl
182.168.100.110 DD04F3016112 0004F3016112 LVR2 PR-CasgRoular™l
182 168,100,108 | OOOCOS7RFNIE DONCCETEFO1S LVR3 PR-Easvionfioune \

Updak | Hadup  Reakes  Semvcs  IP-Satuge

- Guf Dotils
. "‘,_., s [ e Tios
Selnct 3 “Geaytec Update Fie® 1o uplond (* guf) u } 5" Y gt

Brase W patizn

Satrye Stated Hacening packets . Selected Dence: 0 Comnectad to LAN- Ve indung

Devices that have been imported but are not recognized by the Gesytec Device
Management Protocol are displayed with a gray background.

Export Device List
This command is used to export the current device list to an Excel file.
Close Project

This command is used to close the main window and return to the start dialog
where you can select or create projects.
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2.2.1.2 Edit Menu
e New Device
e Edit Device
e Delete Device

The commands in this menu are used for manual management of the device list,
in particular, if the Gesytec Device Management Protocol is not used.

These commands are also available from a context menu which is shown at right-
clicking a device entry. Furthermore, the »Open« and »Delete« commands can
not only be applied to the device clicked on, but also on all those devices which
have previously been selected by the checkbox in the first column.

New Device

The »New Device« command can be used to add a new device to the list

manually:
i Add Device =] @ |l
IP Address 183 . 22 100 . 175

Device Name GesySense Receiver WLAN

| Add | | Close |

Clicking the »Add« button adds the device to the list, but does not open a dialog
box in which the user can enter more devices. To close this dialog box, click
»Close«.

Edit Device

This command is used to edit the »IP Address« and »Device Name« fields of an
existing item on the device list.

Delete Device

The »Delete Device« command can be used to delete the currently selected
devices from the list. However, if the currently selected device is a device that
was automatically added by the Gesytec Device Management Protocol, then it
will reappear on the list again after a short time.

A
VAY4%

Gesytec 7z



Gesytec Device Management Center Using the Program

GDMC/UserDoc/GDMC Manual-EN-v1.0.docx, v v1.0, 07/23/2015

2.2.1.3 Options Menu
e Credentials
e Settings
e Show/Hide Column
Credentials

This is where the »Username« and »Password« used to access the web interface
are entered.

# Credentials 1.7 =] @ (=
Username |
Password
[ Save ] I Close
[] Bememberthe password

Settings

Here you can change the default GDMC settings for the current project.

Shared Secret

This box contains the individual key which is required if instead of the
default key an individual one shall be used for MD5 authentication?. In
that case it is necessary to make sure that all the devices support it.

1 A 16 byte (32-figure) hexaﬁumal value must be entered here.
7 V444
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Show/Hide Column

The device list can be to be modified according to personal preferences by
selecting the columns to be displayed.

File  Edit | Options | Help

Device Li € Credentials

[g, Settings
| Show/Hide Column  »

" Addre Dlenic
IP Address

MAC Address

EEE

3 i

Device Name
Device Family
Device Type
HW Platform
SW Platform
SW Version

i [&

Msg Type
Default

2.2.1.4 Help Menu

While »Email Support« starts an e-mail to the Gesytec support, »About« will
open a link to the Gesytec website.

About (=3

Gesytec Device Management Center
Version 1.7 (Juli 23, 2015)

a
BEE  Copyright ® Gesytec 2014 - 2015
Gesytec i

Gesytec GmbH

A software tool for the central management of -
Gesytec devices.

E-Mail to Support

W\c\'\c\'.gegﬂec.com
2.2.2 Device List
:"ﬁ &;we;m-u;w«c;(m l-1<Teun - -g

Fle Ed2 Optom Hep
Dewca List Tk
P Address MAL Ackdress Devoce Nome SW Verson = Mag Type Status 3 i

182.168.100 107 = O0OCCSTAF0IA FR-EagylonRowePus-SW-APODOS3-V7
182.188,100 108 | OCOCCETEFO1S FR-EssylonRoutarPius-SW-AP 18 Announce
182.168.100.112 OOO4F303855F uterPlus-SW-APODOSS-VT 6 14 ANNCuUnce

197 180 1A 1N | nnnrecTEeAIE W st e BT e e s sl NS AV ALT W VY

618 Announce

In the screenshot above, the devices have already been detected by the Gesytec
Device Management Protocol.

Columns of the list can be hidden and shown according to your preferences using
»Show/Hide Column« command from the »Options« menu. You can change the
sort order of the columns by clicking on the column header. This makes it
possible to sort by software version, for example, which makes it easier to

perform updates.
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The first column in the list contains a checkbox that can be used to select an item
from the list. The selection of multiple entries by right-clicking, as is possible in
other programs, is not implemented, since it is also possible to sort by selected
checkboxes. This provides better control of the selection. Clicking the checkbox
in the title selects all of the items in the list.

The field type refers to the telegram type that last was received. In the example,
this is an “Announce”, which is the telegram type of the Gesytec Device
Management Protocol which the devices use to contact the GDMC.

If no signals are received via the Gesytec Device Management Protocol for more
than 30 seconds from a device that was previously been detected, the entry for
that device is displayed with a red background:

f§ Gesyrec Dwce Maragement Comme 1.7 - TenTy o =

Fie Edat Optem Hep
Davics List Tintc

St = ‘

192 168 100 108
192 168 100 10
192 168100 112

LS55 PR Easdani % 5 NNOUNOS
162 188,100 100 nnmmu WindowsCE FR-EayknRoutePus SW-APIDISIVI 5 13 Anngunce

Device list context menu

Right-clicking on the device list opens a context menu with the following
options:

New Device
Edit Device
Delete current
Delete selection
Open current
Open selection

The »Open« and »Delete« commands can not only be applied to the device
clicked on, but also on all those devices which have previously been selected by
the checkbox in the first column.

The »Open ...« command allows you to access the selected device directly. The
device’s web interface opens in your default browser, allowing you to make
further changes to the settings.
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2.2.3 Tabs in the Bottom Section of the Project Window

Additional commands can be performed using the tabs in the bottom section of
the project window. These commands normally require additional parameters or
user interaction.

2.2.3.1 Update

This is used to perform a software update for the device selected in the device
list. First, click the »Browser« icon. This opens a dialog box in which you can
select the firmware file (*.GUF). Once this file has been selected, the »Update«
button is activated.

Updote  Bachup | Resmm | Barvce  iP-Satmys

Gur Duunh.
J Dwven Ty
Setect n "Gesytnc Upaate Fie" % upload (* gut; N / N ol

[ IW eatzy

et Wared Nacevng paskets.. Conmacted 1o LAN Verinaung

Clicking the »Update« button triggers a parallel update of the selected devices.

Please note:  Because this function is performed using implicit commands from the devices’
web interface, it is necessary that you have provided username and password
under »Credentials« in the »Options« menu.

2.2.3.2 Backup

This function is used to create a backup file2 for the devices selected in the
device list. To do so, it is first necessary to select a destination folder for these
files by clicking the »Browse« button.

Updase Botkun | Restie | Servee | # Setingn

lrrne

Saluct a fokdor 10 save [*.gof)

Shatrsr: Searted Bocening packets . Selected Dwviese I Conmectad fi LAN- Veckndng

Clicking the »Backup« button creates the backup file and starts the backup
operation. The Status column of the device list contains information about the
status of the process.

2 The content of the backup fLe depends on the device types.
7 'AVA
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2.2.3.3

Please note:

Please note:

2234

Please note:

2.2.35

Please note:

Restore

The »Restore« function is used to restore a backup file to a device. This function
can only be used for one device at a time. First, select a file using the »Browse«
button. Then click the »Upload« button to restore the file.

Update | Backep Fos0i0 | Sy | FSatags

Saliect @ "Gawytnc Sattings Fie" 1o upload [* gal) [T A—
b e

bt Yarted Hacanng packets . Sebacted Devcoe & Conmacted to LAN - Verhndung

Because this function is performed using implicit commands from the devices’
web interface, it is necessary that you have provided username and password
under »Credentials« in the »Options« menu.

After the backup file has been restored, the device will restart automatically and
is therefore temporarily unavailable.

Service

It is currently possible to restart a device by clicking the »Reboot« button.

Updete | Duchep | Rastoin | Dovee 0 Setoge

[(COT]

This function requires the Gesytec Device Management Protocol to be active.

IP Settings

The commands on this tab allow you to change the IP settings for a device using
the Gesytec Device Management Protocol. They are especially helpful when
installing new devices that are shipped with a default IP address.

This function requires the Gesytec Device Management Protocol to be active.

First, open the existing IP settings are by clicking the »Request IP Settings«
button. An individual device from the list can then be selected by clicking on a
row in the device list. The settings for the selected device are then displayed in
the text boxes in the bottom section of the project window.
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224

P Addrean MAL Addvwas  «  Dwricw Name HW Patfiem SW Varsen I Mag Type Stan, *
DO 192165100111 | COMFIDIBNI0 | OXOMF0IE110 | LVR2  PR-CesgRocterflus- | Anncunce |
O 192165100110 | COMF3018112 | OOAFS0I6112 | LVR2  PR-CesgRoutecPius- | Announce | .
O 19522100170 | OOMFS016754  OOMFI0I61SA | LVRZ  PR-CesgRoutecPlus- | ResponseOK |
O | 192168100112 | COGMF3008S0F | OOAFSIGESSF | LVRZ | PReEmsylonRouter™ | Announos |
C__ 192 165 100 108 _0OOCCS7BFO16 oooocalwom LVR3 PR EmmytonRouter__ Announce
4 ..gw 'r. v d Pt N H ‘:A'.,. ‘.:—. PINOUMN ————
o mwe I&lm 107 moommou ooo::osmsnu LVRI PR-Easyloni Qo] A .
71 - " 4 ‘

[Updite| Bactep | Rasioe | Sevuce) #-Seoegs

FAddress T2 %63 100 100 NS
s
SubNotMesk 755 2t4 5 0 _, &
Gatowoy 13 363 100 100 DHee: £ e 1 Seerey Frane I Semge

State Sharted Racening packets Selscted Dwvicrs O Coneacted to LAN-Vertndung

Now you can edit the settings and send them to the device by clicking the »Write
IP Settings« icon.

Traffic Tab

This tab contains a chronological list of the log files received from the Gesytec
Device Management Protocol.

Display of table columns can be modified using »Options« — »Show/hide
columns.

Fia E o.m e
| Dewice Liet! Trake

Siear | P Adresse _MAC Admwse  Device Nome Dewicn type Typm ; Dutw Time i
192163100 107 | OOOCOS7RFDIA | ODOCCSTBFOIA  3FotRouer G Announce 23072015 153003 :
192168100 103 | OOOCCSTEFOIE | OOOCCG7BFDIE I Fonfouter 0. Anccunce 23072015 153003
192 168100101 | 000CCETBFOZ2 | WindowsCE JPortRoutar C.  Announce 23072015 153002
192163100111 | COOMF3016110 | OOMFII16110 3IPoaRogterC.  Anccunce 23072015 153002
192165100112 | 00O J0SSSY | O00WF U385  ZPotAouter G Anncunce 23072015 153002
192162100100 | DOOCCETBFO1S | WindowsCE  3FPortFouer G Aneounce 23072015 183001
18022100170 | OOOAF3016154 | 00043016154 3 FortRoutor C | Anncunce 23072013 182259
192168 100 1G2 | 00UCCEIBFO21 | ODOCCHTUF021 3 PonRouter C. | Announce 2307 2015 152950
192168100110 | 0003016112 | 0004F3016112 3 FPortFouter G Anncunce  23.07.2015 152958
192168100108 | 000CCOTF01S | 000CCETMFOTE  2PortFouter G Anncunce  23072015152238
192168100105 | QOOCCETBFOID | DOOCCEIBF0ID 3 PortRouter G Amnounce  23.07.2015 15,2956
192165100 104 | O0OCCETHFOIC | ODOCCEPRFOIC  SPortRowerC.  Anocunce 2307 2015152255
192165100107 | O0OCCETBF0IA | OOOCCETBFOIA  JPotRouwer G Anncunce 23072015 152253
192 165,100 105 | O0OCCETBFOIE | OOOCCETBFOTE 3 PortRouterC.  Anmounce  Z3072015152253 -
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